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Néazev navodu: Marushka — Vygisténi cache prohlizec€e - certifikat

Popis problému

Po zavolani mapové aplikace MARUSHKA (napf. https://gis.plzen.eu/uzemnisprava/) se objevi chybova
hlaska o divéryhodnosti certifikatu:

@ Chyba zabezpe&eného spojeni

Pfi spojeni s gis.plzen.eu nastala chyba. Server pouziva key pinning (HPKP), ale nebyl sloZen vhodny fetézec
déveéryhodnych certifikdtd, které se shoduji s danym pinsetem. Poruseni key pinning neni mozné ignorovat. Kéd chyby:
MOZILLA_PKIX_ERROR_KEY_PINNING_FAILURE

® Pozadovanou stranku nelze zobrazit, protoZe nelze ovéfit autentictu piijatych dat.

® Kontaktujte prosim vlastnky webového serveru a informujte je o tomto problému.
Zjistit vice...

v Hlasit chyby jako je tato a pomoci tak organizaci Mozila identifikovat a blokovat Skodlivé stranky

Duvod nahrady certfikatu je popsan zde: https://www.root.cz/clanky/symantec-chyboval-s-ev-certifikaty-
prohlizece-jim-prestanou-duverovat/

VétSina webovych prohlizec€u si s neplatnou hlavickou certifikatu poradi sama, ale evidjeme jednotky
pFipad, kdy se tak nestalo. Pro kazdy prohlize¢ (IE, Mozillu nebo Google Chrome) se to chova rGzné. A
proto pouzijte nasledujici postup dle svého prohlizece.
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Oprava pro prohlize¢ Chrome

V Chrome na adresni fadek zkopirujte
chrome://net-internals/#hsts

Otevie se okno s nastavenim, ve kterém se da ovéfit, zda je doména cachovana a pokud ano, Upiné dole
je nutné ji vymazat:

Pokud je v fadku Domain (viz obrazek nize) text ,plzen.eu” nebo ,gis.plzen.eu” stisknutim tlacitka Delete
dojde k jejimu smazani.

<« C | @ Chrome | chromey//net-internals/#hsts
capturing events (62559)

HSTS/PKP

HS5TS is HTTP Strict Transport Security: a way for sites to elect to always use HTTPS, See https:/www.chromium.orghsts. PKP is Public Key Pinning: a way for sites tc

Events

Timeline Add HSTS/PKP domain

DNS Input a domain name to add it to the HSTS/PKP set:
Socket

Sockets Domain: |example.com

Alt-Svc Include subdomains for STS:

HTTR/2 Include subdomains for PKP:

QUIC Public key fingerprints:

SDCH (public key fingerprints are comma separated and consist of the hash function followed by a foreslash and the baseé4 encoded fingerprint, for exarr
Cache Add

Modules

. . . Query H5TS/PKP domain
Domain Security Policy

Bandwidth Input a domain name to query the current HSTS/PKP set:
Prerender Domair: |plzen.eu Query
Not found
Expect-CT

Expect-CT allows sites to elect to always require valid Certificate Transparency information, See https://toals.ietf.org/html/draft-ietf- hitpbis-expect-ct.

Add Expect-CT domain
Input a domain name to add it to the Expect-CT set. Leave Enforce unchecked to configure Expect-CT in repert-only mode.

Domain: [example.com

Report URI (optional): |https://reporting.example.cor)
Enfarce:

LAdd |

Query Expect-CT domain
Input a domain name to query the current Expect-CT set:

Domain: [example.com Query

Delete domain security po‘l?t"-

Input a domain name to delete its dynamic domain security policies (HSTS, HPKP, and Expect-CT). (you cannot delete preloaded entries):

Domain: |example.com Delete
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Oprava pro prohlize¢ Mozilla FireFox

Pro Mozillu jsme objevili feSeni na strance:
https://linux-audit.com/deleting-outdated-hpkp-key-pins-in-firefox/

V podstaté je potfeba nejprve zavfit Mozillu a pak se podivat do adresare néco.default (mUze mit razny
Fetézec pred .default ), ktery by se mé&l v PC nachazet na cesté C:\Users\UJMENO
UZIVATELE\AppData\Local\Mozilla\Firefox\Profiles\ (pozor — adresar AppData byva obvykle skryty).

V tomto adresafi by nemél byt Zadny *.txt soubor. Pokud tam néjaky je (napf.
SiteSecurityServiceState.txt), tak by se mél odstranit. Pak by to jizZ mélo fungovat.

DalSi moznost — vyuziti anonymniho rezimu

Lze pouzit anonymni rezim (FF i Chrome), ten nesaha do uloZenych dat, ale je to pouze workaround.
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